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ABSTRACT 
To mitigate1 cybersecurity threats at the edge of the network in 
Internet-of Things (IoT) domains, recently, the use of networking 
technologies such as SDN-NFV has been proposed. Intelligent and 
dynamic security policy enforcement methodologies become 
increasingly important to bring more cautious in network 
communications for IoT services and applications which naturally 
embed traditional security and privacy risks, such as service 
hijacking, DDoS attack, denial service, IP spoofing, man-in-the-
middle. To extend such frameworks, in this work we present a 
software-defined protection-oriented hardware technique to support 
physical isolation of memory compartments and of hardware 
devices such as DMAs and accelerators inside modern Systems-on-
Chip (SoCs), not only at the edge but also at the IoT high-end 
accelerator-rich devices. In addition to network functions 
commonly supported in software-defined environments, we 
describe innovative lightweight software-controlled hardware 
mechanisms for enhancing IoT ecosystem security by design.  
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1 INTRODUCTION 
Nowadays, the proliferation of trusted execution 
environments (TEEs) to protect sensitive code and data has 
resulted in most CPU vendors to roll out their TEEs (e.g., 
ARM TrustZone, Intel SGX, and AMD SEV) to create a 
secure execution environment, commonly referred to as an 
enclave. Trusted execution of application is a major concern 
from IoT environments to cloud infrastructures, from small 
resource-constrained devices to MPSoCs. Additionally, it is 
a great challenge to realize Network Functions Virtualization 
(NFV), i.e., specialized network services such as firewalling, 
routing and load balancing on standard computing platforms 
using virtualization. Cloud companies have realized this and 
have investigated other types of technologies and techniques, 
resulting in the adoption of containers and DevOps models 
to create new services faster and more dynamically, as well 
as in the adoption of FPGA-based reconfigurable computing 
to gain competitive edge by accelerating network 
functions[18][30][31]. Chip manufacturers and hardware 
integrators have brought up programmable platforms based 
on specialized network processors, which induces fast-paced 
development of specialized dynamically reconfigurable 
network applications. Napatech brought FPGA-based 
NICs. Marvell offers Xelerated processor for fiber access 
application as their so called Metro Ethernet Application. 
Xilinx has released the SDNet approach which 
supports SDN functionality through programmable data 
plane hardware. An FPGA-based NFV platform can be used 
as a promising platform where we need both a high degree 
of flexibility and also a high degree of performance, for 
instance via supporting network encryption and network 
compression using the FPGA-based NFV framework. In IoT 
domain, NFV technologies enable on-demand deployment of 
virtual in-network security functions, such as virtual 
firewall, intrusion detection, authentication, channel 
protection, with a rising trend to provide the defense 
mechanisms and threat countermeasures requested by 
security methodologies [25]. 
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1.1 Trusting NFV Computations 
Network Function Virtualization (NFV) has been 

proposed to move into the Cloud to leverage the 
manageability, performance and cost advantages of cloud 
computing. However, this runs the risk of exposing private 
data, as the hosting infrastructure is not under the control of 
the user of the cloud resources. To tackle these privacy risks, 
work has been done to augment cloud applications and 
middleboxes to operate on encrypted data to reduce the 
amount of sensitive data that the hosting cloud service has 
access to [12][13]. By operating on encrypted data, a 
virtualized middlebox run in a cloud service would not have 
access to the plaintext data that it is processing, meaning that 
any malicious tenant or service provider would not be able to 
steal any of this data.  

Edge computing and IoT are deeply interrelated not only 
for improving latencies and data moving costs, but also to 
tackle denial of services (DoS) in IoT environment, a 
daunting problem due to its scale, complexity and 
frequency[14][16]. Moreover, NFV computations are 
moving to the edge thus promising to improve quality-of-
service for complex IoT-driven applications. By being able 
to perform trusted computing, useful network services such 
as NAT and QoS can be provided without the application 
provider exposing sensitive data about the application. To 
achieve this, SGX has also been incorporated into a larger 
NFV network by establishing encrypted channels between 
the SGX enclaves in the edge applications with the 
organization’s internal or cloud hosted NFV network[15]. 

To enable high-performance software packet processing 
in NFV, prior works proposed optimization techniques on 
hardware using accelerators either in look-aside of modern 
server CPUs or in-line by fully offloading data plane to 
hardware. Essentially, proposals involve offloading the 
network functions processing to hardware accelerators such 
as GPU, FPGA, System-on-Chip and Network Processor 
implementations [2][17][18]. Recently, for instance, to 
support higher throughput (40 Gbps) and lower latency (10 
μs) over CPU-only implementation in NFV environments, 
DHL [3] is proposed to allow running multiple concurrent 
software network functions (NFs) with distinct accelerator 
functions on the FPGA simultaneously. 

1.2 TEEs 
Trusted execution environments (TEEs) commonly are 
based on hardware support[29], while some, via using SGX 
enclaves store authentication credentials and execute 
cryptographic operations for network elements. SGX 
enclaves rely on a trusted computing base (TCB) of code and 
data loaded at enclave creation time, processor firmware and 
processor hardware. Program execution within an enclave is 
transparent to the underlying operating system and other 

mutually distrusting enclaves on the platform. Enclaves 
operate in a dedicated memory area called the Enclave Page 
Cache, a range of DRAM that cannot be accessed by system 
software or peripherals [1]. In the cloud/server side recent 
works such as ShieldBox[19] focuses on securing the Click 
modular architecture on the untrusted hardware with support 
of AES GCM cipher into ShieldBox and construction of 
secure packet processing chains. Additionally, in the client 
side, the Endbox[20] and Keystone[21] propose memory 
isolation via guarding by trusted hardware features and a 
programmable layer underneath an untrusted OS for a 
trusted execution environment. Additionally, TEEs involve 
memory constraints[43], and moving from an untrusted 
domain to a trusted domain adds overhead, as evidenced by 
study conducted at TEE performance characteristics and 
found TEE-based functionality to be costly to call and 
execute. The impact in terms of efficiency and energy 
dictates the need for more lightweight methods for IoT 
devices. 
To tackle secure deployment of accelerator functions in 
accelerator-rich Systems-on-Chip (SoCs), not only at the 
edge but also at the IoT high-end devices, e.g., gateways, we 
present software-defined protection-oriented hardware 
mechanisms to support physical isolation of memory 
compartments and of hardware devices such as DMAs and 
accelerators in terms of their control and data path. 

The rest of this paper is organized as follows: we further 
motivate our architecture by investigating the risks of 
modern high-end devices and attempts by prior research in 
Section II. Section III presents our proposed architecture and 
prototype implementations, in Section IV we present our 
experimental results, in Section V we discuss and assess our 
proposal, and we conclude in Section VI.  

2 SDN TRUSTED PLATFORMS AND ATTACK 
MODELS 

Attackers increasingly investigate S/W and H/W systems 
and particularly SDN strengths and weaknesses and try to 
maximize exploits based on vulnerabilities. For example, 
zero-day attacks refer to attacks committed based on newly 
discovered vulnerabilities [4]. From a security perspective, 
Man-in-the-Middle (MiM) attacks can possibly occur 
between controller and its switches where a switch can be 
compromised or controlled by an intruder. SDN architecture 
tries to approach this problem by dedicating a special 
connection between the controller and switches in a separate 
physical and logic subnet from the rest of switch ports. 
However, that does not eliminate completely the possibility 
of compromising the communication between the controller 
and its switches.  

Additionally, Trusted Platform Modules (TPMs) have 
been proposed to provide limited software isolation using 
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remote attestation to prove that the software and operating 
system are in a secure state. However, TPMs cannot protect 
against access from hardware or side channels, such as DMA 
attacks. User-space processes are prevented from accessing 
protected memory regions by a memory controller known as 
Memory Management Unit (MMU). However, drivers that 
communicate to PCI/PCIe devices can directly access any 
physical memory address space by using Direct Memory 
Access (DMA) operations. Since the physical address space 
includes the whole system memory, a malicious driver could 
potentially read and write the entire memory of the system. 

DMA has been the focus of security researchers for some 
years, because it allows to access the memory of a system 
through certain external interfaces while bypassing the 
operating system and any software-based security 
restrictions. Afterwards, the memory dump can be analyzed 
for sensitive data like passwords. However, attackers can 
also write to the memory pages of the running system and 
this way modify the system's properties or work-flow on-
the-fly. Further, malware that uses DMA to infiltrate an 
operating system can be detected using techniques such as 
those presented by Stewin and Bystrov[5]. 

IOMMU is a memory management unit that maps I/O bus 
addresses to physical memory addresses for all DMA 
memory transactions on the bus[41][42]. The role of the 
IOMMU is similar to that of a traditional MMU: i) it 
translates the memory I/O address range of one device to the 
corresponding real physical address, and ii) it prevents any 
unauthorized access from one device address space to 
another. Even though the IOMMU establishes memory 
barriers among different device address spaces, which parts 
of the memory should be assigned to which devices remains 
an open research problem. 

However, recent studies [6] reveal that devices interact 
deeply with the device driver, and with other parts of the 
operating system. In addition to user processes which use the 
system-call interface, device firmware which communicates 
over the IOMMU kernel shared-memory interface can 
stimulate complex vulnerable behavior. Layers involving 
communication stacks and memory allocators rarely are 
hardened against malicious devices. Various techniques try 
to limit the effectiveness of attackers in injecting kernel 
pointers, but leaves open a number of data fields, including 
data pointers, that could leave the system exposed to further 
vulnerabilities. 

Moreover, allocating DMA buffers at sub-page (byte-
level) granularity for NFs or other devices creates OS 
vulnerabilities since IOMMU protection works at page-level 
granularity[7]. Additionally, operating systems (OSes) 
commonly implement deferred protection for performance 
reasons. This means that the OS performs IOTLB 
invalidations asynchronously instead of invalidating the 

IOTLB on each dma unmap system call. The impact is the 
creation of a time window (of vulnerability) where a DMA 
buffer remains accessible to the device firmware after a dma 
unmap call of the buffer returns. For example, after an 
incoming packet successfully completes firewall inspection, 
a malicious NIC can modify the packet into a malicious 
one[8]. Likewise, an unmapped buffer may get reused by the 
OS, exposing the device to arbitrary sensitive data. 

While one attack approach involves circumventing all the 
hardware protection mechanisms currently available, other 
options involve attempting to disable them. For instance, an 
attacker can modify hardware-level data structures (e.g., 
Interrupt Descriptor Table) or configuration tables (e.g., 
DMA remapping table) to turn off IOMMU. Another 
approach aims at making the illusion of a non-parsable 
DMA remapping table. To achieve this, an attacker has to set 
a zero length for such a table during boot time. Another class 
of attacks aim at modifying the metadata exposed by I/O 
controllers to mislead the IOMMU. One such an attack is 
described by Sang et al. [22], where, the attackers could map 
two I/O devices into the same physical memory range by 
impersonating a PCI Express device with a legacy PCI 
device. 

The software side of peripheral DMA interfaces is not 
implemented by carefully hardened kernel system-call code, 
tested by decades of malicious attacks and fuzzing, but by 
thousands of device drivers that have been designed around 
historic mutual trust, hardware convenience, and 
performance maximization. Unlike most system-call 
interfaces, many key data structures shared between the 
kernel and peripherals are via shared memory, e.g., 
descriptor rings, rather than register passing and selected 
copy avoidance. Prior work has suggested that shared-
memory interfaces are particularly vulnerable to race 
conditions and other unsafe interactions. For instance, 
attacking the ring-buffer code to modify mappings of a 
custom IOMMU in Apple iOS has been recently reported 
[9]. The SoC includes a rather large TLB and therefore, 
changes in IO-Space may not immediately be reflected until 
the entries are evicted from the cache. Additionally, even if 
the device provides “lockdown” regions, to which 
subsequent modifications are prohibited, by mapping in 
physical addresses corresponding to the aforementioned 
hardware registers, we can proceed to read their contents 
directly from IO-Space. This, in turn, reveals the physical 
ranges encoded in the “lockdown registers”. 

Extensive research has been done to address thread and 
memory isolation in bare-metal real-time systems [23][24]. 
The proposed compartmentalization is the countermeasure to 
the attacker model involves exploiting memory corruption 
vulnerabilities that leads to compromising one of the 
software modules and thus taking over the whole system, 
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including both the software stack and its associated physical 
and networking components. However, MINION [23] and 
MBED uVisor [24] are daunting tasks for developers 
restricting the design of compartmentalization of code, data 
and peripherals. 

Our attack model does not address timing attacks and 
memory physical attacks e.g., attacks on DRAM cannot be 
prevented because there is no Memory Encryption Engine to 
encrypt code or data before being transferred in and out to 
memory. We also ignore the threat of implementation bugs 
in the secure hardware application, and side-channels on the 
FPGA accelerators that may unintentionally compromise the 
security of the system. We assume that hardware primitives, 
functions, or accelerators are secure. 

3 DESIGN OF SOFTWARE-DEFINED ON-
CHIP INTERCONNECT  

Contrary to recent research works focusing in protection-
unaware performance extensions and in automating of 
software-defined frameworks for NFV nodes [3] and in 
accelerating of crypto-functions (via ISA extensions in HPC 
processors or via hardware cores in lightweight IoT devices), 
we propose several mechanisms in this section, to enable 
stronger security and trusted deployment of network 
functions while using hardware accelerators. 

3.1 Dynamic Memory Mapping through using 
Isolated Programming 

The proposed technique provides data isolation via 
combining software programmable data plane partitioning 
and access rights thus supporting multiple software NFs to 
use accelerator modules simultaneously without interfering 
each other. The Software-Defined Interconnect (SDI) block 
controls and sets specific boundaries for the memory region 
i.e., the scratchpad memory compartment, which memory 
region, a master core such as an accelerator can access. As 
Figure 1 shows, the SDI can also be configured to access any 
memory region and even directly the system memory, 
depending on the system model supported. This software-
defined interconnect block enables dynamic memory 
mapping through a configuration port which can be 
programmed at runtime. The configuration is register-based 
and allows 16 discrete regions of minimum size of 1024 32-
bit words (or 4096 bytes); this size is defined at design time 
and can be tailored to system needs accordingly. 
The functionality of the SDI block is invasive in terms of 
supervising and controlling incoming addresses. An 
accelerator module is free to access any address space 
(commonly contiguous), but the generated memory 
addresses are updated to conform to the valid address space, 
as assigned by the control firmware running in the SWCtrl 
block (see Figure 1). The SDI block forwards an incoming 

transaction to the physical memory with a new address that 
uses only the lowest N+12 bits of the original incoming 
address, where the width of n is configurable. The high order 
bits (32-N-12) are filled with the contents of the allocation 
register inside SDI, which is prior configured by the SWCtrl 
firmware. This allocation register can be either hardwired or 
configured by the control firmware. 
Since the SDI block ensures that accelerators (faulty or 
malicious intellectual property (IP) cores) cannot access an 
illegal address space, i.e., a memory region not entitled to 
access, now it is important to protect the Central DMA block 
(CDMA) from potential attacks. To achieve this goal, a 
customized DMA is designed to replace the Xilinx’s 
provided DMA block. The following prototype presents the 
block interface, which was synthesized using Xilinx HLS 
tools. The interface, after the common source, destination 
and length fields involves specific fields to allow the SWCtrl 
and the CPU to define four memory regions, thus strictly 
limiting data accesses. The SWCtrl uses a 32-bit magic 
number as the identifier (ID) field to specify the limit 
parameters, while the least significant eight-bit ID identifies 
the restrictions for the DMA issuer. 
int CDMA(volatile int *memory, 
 unsigned int source, 
 unsigned int destination, 
 unsigned int length, 
 unsigned int base_address_source, 
 unsigned int base_address_destination, 
 unsigned int id, 
 unsigned int source_limit_begin[4], 
 unsigned int source_limit_end[4], 
 unsigned int destination_limit_begin[4], 
  unsigned int destination_limit_end[4]) 

 
Figure 1.  Organization of hardware functions accessing the 
appropriate SPM partition assigned as permitted by 
software-assisted dynamic memory mappers. Each SDI block 
is coupled with an Accelerator block, and allows assignment 
of four different contexts, i.e., dynamic assignment of one out 
of four memory compartments for the lifetime as the 
firmware running in MicroBlaze (uBlaze1) defines. 
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The key idea is that a CPU is assigned a range of 64 IDs 
which determine the origin of the DMA operation 
commanded which must respect the pre-defined memory 
region boundaries. This condition holds for four regions of 
IDs, thus supporting four distinct CPUs. The CPU ID, in 
conjunction with the AXI on-chip protocol ID of the CPU 
issuer, are validated to subvert an adversary. Finally, a CPU 
can use number 255 as a special ID for debugging purposes, 
i.e., reading the DMA transfer process status. 

3.2 Protecting Dispatching to Hardware 
Accelerators 

With the potential growth in real-time and embedded 
systems in recent years, hardware schedulers have been 
proposed to circumvent the overhead incurred by dynamic 
scheduling algorithms (e.g., Earliest Deadline First (EDF)) 
and to distribute tasks on multiple processing cores, 
regardless of the internal architecture of the cores [32]. Run-
time scheduling is especially of rising importance in view of 
massively heterogeneous systems with a sea of 
accelerators[33] [34]. The scheduler commonly delivers the 
data to the accelerators via an interconnect scheme, which 
should contain the entire description on the task to be 
performed, while DMA engines transfer the accelerator data 
from and to the shared system memory[33]. 
However, in these efforts and in other recent works 
[10][11][34], dispatching of jobs to accelerator units is 
tackled largely with the objective to improve processor 
performance efficiency and to help the OS for higher 
resource utilization, while neglecting or relying on software 
component (e.g., driver) to ensure protection. To enhance the 
security of deep neural network accelerators architecture 
against side-channel information leakage, dedicated 
encryption units for instruction and data path are 
proposed[36]; these solutions however increase the system 
complexity. Such complex systems, which also use packet-
based communication as we do in our accelerator structure 

next, propose the simultaneous execution of original (target) 
DNN networks and the detect algorithm or network to detect 
adversary sample attacks[37]. Similarly, to prevent injecting 
malicious data to execute unauthorized code (e.g., buffer 
overflow), Dynamic Information Flow Tracking (DIFT) 
techniques attempt, even by using hardware co-
processors[38][39], to mark insecure data and track their use 
during the execution. 
Ultimately, job dispatching can be achieved through both 
hardware and software components which minimize 
operating system’s overheads and additionally, isolate 
dispatching process from user perturbations since a clear and 
reduced–base (size) interface is provided to the user. At the 
same time, buffer management (allocation and deallocation) 
is done via pre-defined buffers. DMA operations for 
commands and data are not controlled with a system-
IOMMU, but via using a job manager-assistant, namely a 
general packet processing unit (GPPU) hardware controller. 
The GPPU controls one or even multiple different 
accelerators and, by abstracting the diversity of the 
functionality of these custom accelerators, it provides a 
simple API to the CPU and hides the accelerators details. 
This GPPU controller is extended and, collaboratively with 
the CPU’s MMU, utilize pinned buffers which are supplied 
to the accelerator functions and at the same time the buffers 
are exposed to the virtual address space of the application. 
As Figure 2 shows, a single SDI block is integrated in an 
architecture organization inspired by recent work [10], in the 
control path between the CPU and the GPPU dispatcher. 
Similar to Figure 1 organization, a firmware driven dynamic 
memory controller executes in a MicroBlaze soft-CPU and 
manages the SDI block. The memory address range assigned 
to each Dispatcher (at design time) is now isolated and even 
partitioned to discrete compartments. The firmware, active at 
Microblaze boot time, polices all incoming addresses from 
CPU_0 to comply to GPPU0 address space and all incoming 
addresses from CPU_1 to GPPU1 address space. A 
compromised kernel or user-level driver and application is 

 
Figure 2. Packet-based dispatching of functions through a general packet-based interface unit (GPPU blocks) to act as a proxy, 
essentially dedicated to perform queue management and job dispatching to single or multiple hierarchical structured accelerators 
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unable to access a job dispatcher allocated to another 
application on the host CPU, unless all applications and 
drivers inside the OS are under the control of the attacker. 

4 RESULTS 
An organization based on Figure 1 method to implement a 
software-defined interconnect on a ZYNQ7020 platform has 
an impact of two clock cycles per transaction due to re-
generation of the target address. Even when realizing an 
AES128 accelerator function for encrypting network packet 
payloads under the SDI control and supervision, as Table I 
shows, the overhead of SDI is negligible since the latency 
for such a streaming processing is minimal compared to the 
delay of the accelerator. 

The integration of the SDI design, as indicated in Figure 2 
for streaming-based accelerators, imposes almost zero-delay 
impact, based on the acceleration technique proposed in 
[10], because it is incorporated in the control channel. As 
shown in Figure 4, the data accelerators path is modified as 
well, to enable controlled isolation via an SDI data proxy. 
The data path basically dominates the acceleration 
processing in terms of time and energy consumption. Both 
the user application and the packet dispatching software 
manager (i.e., GPPU) are completely independent of the SDI 
Manager. The SDI Manager is responsible for configuring 
and physically compartmentalizing the memory regions for 
the queues and data partitions devoted to each accelerator. 
Although the GPPU hardware dispatches job requests and 
validates requests to access both accelerator and memory 
through queue allocation and usage control for the lifetime 
of the acceleration process, it is still susceptible to software 
attacks injecting invalid memory pointers for the data target. 
The SDI Data interconnect though physically defines a 
dedicated memory data region inside the off-chip DRAM 
(App Data Structures in Figure 4). As a result of the 
inaccessible memory address, the specific accelerator will 
return an error condition.  
After implementing the design shown in Figure 2 with a 
Sobel and a matrix multiplication accelerator assigned to 
isolated packet dispatchers, we collected nearly same results 
as in [10] in terms of performance (with an average of 0.2 
percent deviation), as shown in Figure 3, over the base 
version when scaling SOBEL filtering kernels and matrix 
multiplication kernels on the accelerators. Notice that as in 
the implementation in [10], we used minimal size jobs with 
the single and main objective to evaluate the dispatching 

throughput and not the actual accelerator throughput, since 
the latter mostly depends on the accelerator realization itself 
and the sustained memory bandwidth. 
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Figure 3.  Securing memory compartments via using software-
defined proxies for both control and data paths in packet- (i.e., 
GPPU-) based embedded accelerators. 
The different acceleration schemes, are free from an internal 
address translation scheme similar to an IOMMU, since the 
data are located in a reserved memory partition, shared by 
the accelerator and the OS, through using mmap() operation 
at initialization phase. Importantly, the SDI units, which are 
pre-programmed at design time, prevent defective or 
intentional unauthorized access to regions other than those 
designated. 

 
5 DISCUSSION 
Even though recently proposed methods enhance channel 
protection management by dynamically provisioning the 

TABLE I 
LATENCY MEASUREMENTS OF IMPLEMENTING OF AES HARDWARE 

ACCELERATORS WITH SDI ON A ZYNQ7020 PLATFORM 

Function Description Delay (in clock 
cycles @ 100MHz) 

DMA xfer 4 KB transfer (DDR3�SPM) 3040 
AES Enc 48 bytes 2775 
AES Dec 48 bytes 3207 

 

 

Figure 4. Performance gain of acceleration methods compared 
to base acceleration for scaling number of threads (T:1-5) when 
offloading kernels on Zedboard platform. 
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necessary crypto-keys for NFV/SDN-enabled IoT M2M 
communications [27], security functions towards the edge of 
the network and inside modern complex IoT SoCs need 
careful design methods as well. To enable a robust 
architecture addressing the threat model and supporting all 
SDN planes presented in recent SDN models [35], counter-
measures are required similar to above proposed techniques. 
Our techniques are inspired by the essential principle that to 
guarantee security, pre-made decision about the boundary 
between what is trusted and untrusted are required by design 
[21]. In conjunction, the hardware extensions controlling this 
boundary need a verified trusted firmware layer for 
customization on top.  
Our system also covers assaults that can indirectly access 
off-chip and on-chip memory by putting malicious 
components in the device, similar to the threat model 
outlined to offer efficient extended protection for TEEs[43]: 
DMA assaults and cold boot attacks. By resetting the device 
and running a malicious memory-dumping kernel that may 
recover memory contents, cold boot attacks can get access to 
memory. Attackers can acquire physical memory access by 
attaching DMA-capable peripherals to devices without ever 
needing to exploit software flaws. At a high silicon cost, an 
IOMMU-enabled system can prevent such malfunctions or 
attacks. Our suggested method eliminates such costs either 
in hardware (i.e., IOMMUs) or software (e.g., reduced 
kernel design[43]), resulting in a viable energy-saving 
solution for IoT devices. 
Similarly to Keystone attack model [21], even a 
compromised enclave, application and OS cannot bypass the 
isolation boundaries that our software-defined interconnect 
mandates. The firmware managing the SDI block and 
CDMA do not share any state with the host OS or the user 
application and hence are not exposed to controlled channel 
attacks. Instead of controlling the entity that manages the 
page tables, we control the path to transfer data and to 
process these data by a network function accelerator or by a 
processing entity in general. Even though we share the same 
initial principle as in Sanctum [28], to provide hardware-
based primitives, we propose a more lightweight solution, 
very straightforward, with much lower complexity for the 
SoC hardware and firmware support. 

6 CONCLUSIONS 
In this paper we presented hardware-based techniques to 
secure hardware accelerator functions through utilizing a 
software-defined interconnect manager which supervises 
accelerator accesses to memory compartments guaranteeing 
isolation. Our evaluation results show that it only adds an 
insignificant overhead when processing accelerator data 
packets or control flow. The proposed technique either 
eliminates classes of attacks (physical and software attacks) 
and allows integration with existing techniques, while 

proving to be fairly simple and straightforward in terms of 
implementation and integration complexity.  

For future work, we intend to control per process bindings of 
accelerator functions and investigate the concept of self-
provisioning and secure updating process which allows for 
management policies whether an update is legal or not. 
Further, we intend to combine DMA pointers checking with 
lightweight DIFT techniques[40] with applications in 
detecting control-flow exploits and malicious data leakage, 
which are primary security threats. 
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